deviceTRUST Property Matrix 17.1

Property

DEVICE_ACCESSPOINT_X_BSSID
DEVICE_ACCESSPOINT_X_FREQUENCY
DEVICE_ACCESSPOINT_X_QUALITY
DEVICE_ACCESSPOINT_X_SECURE
DEVICE_ACCESSPOINT_X_SSID
DEVICE_ACCESSPOINT_X_STRENGTH
DEVICE_ACCESSPOINT_COUNT
DEVICE_ACTIONCENTER_ANTISPYWARE
DEVICE_ACTIONCENTER_ANTISPYWARE_NAME
DEVICE_ACTIONCENTER_ANTISPYWARE_TIMESTAMP
DEVICE_ACTIONCENTER_ANTISPYWARE_UPTODATE
DEVICE_ACTIONCENTER_ANTIVIRUS
DEVICE_ACTIONCENTER_ANTIVIRUS_NAME
DEVICE_ACTIONCENTER_ANTIVIRUS_TIMESTAMP
DEVICE_ACTIONCENTER_ANTIVIRUS_UPTODATE
DEVICE_ACTIONCENTER_FIREWALL
DEVICE_ACTIONCENTER_FIREWALL_NAME
DEVICE_ACTIONCENTER_INTERNET
DEVICE_ACTIONCENTER_UAC
DEVICE_ACTIONCENTER_WINDOWSUPDATE
DEVICE_CARRIER_NAME
DEVICE_CARRIER_NETWORK_NAME
DEVICE_CARRIER_NETWORK_CODE
DEVICE_CARRIER_COUNTRY_NAME
DEVICE_CARRIER_COUNTRY_CODE
DEVICE_CERTIFICATE_X_EXTENDEDUSAGE
DEVICE_CERTIFICATE_X_ISSUER
DEVICE_CERTIFICATE_X_LOCATION
DEVICE_CERTIFICATE_X_NAME
DEVICE_CERTIFICATE_X_NOTAFTER
DEVICE_CERTIFICATE_X_NOTBEFORE
DEVICE_CERTIFICATE_X_SERIALNUMBER
DEVICE_CERTIFICATE_X_SIGNATUREALGORITHM
DEVICE_CERTIFICATE_X_STORE
DEVICE_CERTIFICATE_X_SUBJECT
DEVICE_CERTIFICATE_X_TEMPLATE
DEVICE_CERTIFICATE_X_THUMBPRINT_SHA1
DEVICE_CERTIFICATE_X_USAGE
DEVICE_CERTIFICATE_X_VERIFICATIONERROR
DEVICE_CERTIFICATE_X_VERSION
DEVICE_CERTIFICATE_COUNT
DEVICE_DISPLAY_X_BPP
DEVICE_DISPLAY_X_HEIGHT
DEVICE_DISPLAY_X_NAME
DEVICE_DISPLAY_X_WIDTH
DEVICE_DISPLAY_COUNT
DEVICE_HARDWARE_BIOS_RELEASEDATE
DEVICE_HARDWARE_BIOS_SERIAL
DEVICE_HARDWARE_BIOS_VERSION
DEVICE_HARDWARE_CPU
DEVICE_HARDWARE_CPU_COUNT
DEVICE_HARDWARE_CPU_SPEED
DEVICE_HARDWARE_MODEL
DEVICE_HARDWARE_SECUREBOOT
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Property
DEVICE_HARDWARE_SYSTEMMEMORY
DEVICE_HARDWARE_VENDOR
DEVICE_HARDWARE_VIRTUALIZATION
DEVICE_ID
DEVICE_INPUT_KEYBOARD
DEVICE_INPUT_MOUSE
DEVICE_INPUT_PEN
DEVICE_INPUT_TOUCH
DEVICE_LOCATION_ACCURACY
DEVICE_LOCATION_BUILDING
DEVICE_LOCATION_COUNTRY
DEVICE_LOCATION_COUNTRY_CODE
DEVICE_LOCATION_COUNTY
DEVICE_LOCATION_LATITUDE
DEVICE_LOCATION_LONGITUDE
DEVICE_LOCATION_NUMBER
DEVICE_LOCATION_POSTCODE
DEVICE_LOCATION_STATE
DEVICE_LOCATION_STATE_DISTRICT
DEVICE_LOCATION_STREET
DEVICE_LOCATION_TOWN
DEVICE_LOCATION_URL
DEVICE_LOGICALDISK_X_DRIVE
DEVICE_LOGICALDISK_X_FILESYSTEM
DEVICE_LOGICALDISK_X_FLAGS
DEVICE_LOGICALDISK_X_FREEMB
DEVICE_LOGICALDISK_X_HIDDEN
DEVICE_LOGICALDISK_X_LABEL
DEVICE_LOGICALDISK_X_PATH
DEVICE_LOGICALDISK_X_TOTALMB
DEVICE_LOGICALDISK_X_TYPE
DEVICE_LOGICALDISK_COUNT
DEVICE_MAPPEDDRIVE_X_DRIVE
DEVICE_MAPPEDDRIVE_X_HIDDEN
DEVICE_MAPPEDDRIVE_X_PROVIDER
DEVICE_MAPPEDDRIVE_X_SERVER
DEVICE_MAPPEDDRIVE_X_SHARE
DEVICE_MAPPEDDRIVE_X_USER
DEVICE_MAPPEDDRIVE_COUNT
DEVICE_MULTIHOP_COUNT
DEVICE_NAME

DEVICE_NAME_DN
DEVICE_NAME_DNS
DEVICE_NAME_DOMAIN
DEVICE_NAME_DOMAIN_DNS
DEVICE_NETWORK_X_DESCRIPTION
DEVICE_NETWORK_X_DHCP_ENABLED
DEVICE_NETWORK_X_DHCP_EXPIRES
DEVICE_NETWORK_X_DHCP_LEASE
DEVICE_NETWORK_X_DHCP_SERVER
DEVICE_NETWORK_X_DNS
DEVICE_NETWORK_X_DNS_SUFFIX
DEVICE_NETWORK_X_GATEWAY
DEVICE_NETWORK_X_GATEWAY_MAC
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Endpoint Operating System (OS)
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Propeny Type RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA|RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA
DEVICE_NETWORK_X_IP Dynamic v v v v v v v v v v v v v v v v v v v Y v v
DEVICE_NETWORK_X_IPV4_ENABLED Dynamic A A A A A A A A v v
DEVICE_NETWORK_X_IPV6_ENABLED Dynamic A A A A A A A v v
DEVICE_NETWORK_X_MAC Dynamic A A A A A A A v v
DEVICE_NETWORK_X_NAME Dynamic v Vv v v v v v v vV v Vv v vV v v v v v v v v
DEVICE_NETWORK_X_SPEED Dynamic A A A A A A A A v v
DEVICE_NETWORK_X_STATUS Dynamic v Vv Vv Vv Vv v vV vV YV v Vv VY v v
DEVICE_NETWORK_X_TYPE Dynamic v Vv Vv Vv Vv v vV vV YV v Vv VY v v
DEVICE_NETWORK_X_WIFI_BSSID Dynamic v Vv v v v v v v vV v Vv v vV v v v v v v v v
DEVICE_NETWORK_X_WIFI_SECURITY Dynamic v Vv v v v v v v vV v Vv v vV v v v v v v v v
DEVICE_NETWORK_X_WIFI_SSID Dynamic v Vv v v v v v v vV v Vv v vV v v v v v v v v
DEVICE_NETWORK_X_WIFI_STRENGTH Dynamic A A A A A A A A v v
DEVICE_NETWORK_X_WINS Dynamic v Vv v v v v v v Vv v Vv v vV v v v v v v v v
DEVICE_NETWORK_COUNT Dynamic A A A A A A A A v v
DEVICE_OS_DESCRIPTION Session v Vv v v v v v v Vv v Vv v vV v v v v v v v v
DEVICE_OS_DOMAINJOINED Session A A A A A A A A v v
DEVICE_OS_NAME Session v v v v v v v v v v v v v v v v v v v Y v v
DEVICE_OS_PLATFORM Session v Vv v v v v v v Vv v Vv v vV v v v v v v v v
DEVICE_OS_TYPE Session A A A A A A A A v v
DEVICE_OS_VERSION Session v v v v v v v v v v v v v v v v v v v Y v v
DEVICE_POLICY_PASSWORD_FORCELOGOFF Dynamic A A A A A A A A v v
DEVICE_POLICY_PASSWORD_HISTORY Dynamic A A A A A A A A v v
DEVICE_POLICY_PASSWORD_MAXAGE Dynamic A A A A A A A A v v
DEVICE_POLICY_PASSWORD_MINAGE Dynamic A A A A A A A A v v
DEVICE_POLICY_PASSWORD_MINLENGTH Dynamic A A A A A A A A v v
DEVICE_POWER_AC Dynamic v v v v v v v v v v v v v v v v v v v Vv v v
DEVICE_POWER_BATTERY Dynamic v v v v v v v v v Vv Vv v Vv V v v v v v v v v
DEVICE_POWER_SCHEME Dynamic v v v v v v v v Vv Vv Vv v Vv V v v v v v v v v
DEVICE_PRINTER_X_DEFAULT Dynamic A A A A A A A A v v
DEVICE_PRINTER_X_DIRECTORY_PUBLISHED Dynamic A A A A A A A A v v
DEVICE_PRINTER_X_DRIVER Dynamic A A A A A A A A v v
DEVICE_PRINTER_X_DRIVER_FILE Dynamic A A A A A A A A v v
DEVICE_PRINTER_X_DRIVER_MANUFACTURER Dynamic A A A A A A A A v v
DEVICE_PRINTER_X_DRIVER_VERSION Dynamic A A A A A A A A v v
DEVICE_PRINTER_X_ERRORS Dynamic A A A A A A A A v v
DEVICE_PRINTER_X_KEEP_PRINT_JOBS Dynamic v Vv Vv Vv Vv vV vV v VvV Vv VY v v
DEVICE_PRINTER_X_LOCAL Dynamic A A A A A A A A v v
DEVICE_PRINTER_X_LOCATION Dynamic v Vv Vv Vv Vv vV vV v VvV Vv VY v v
DEVICE_PRINTER_X_NAME Dynamic A A A A A A A A v v
DEVICE_PRINTER_X_PORT Dynamic A A A A A A A A A v v
DEVICE_PRINTER_X_SERVER Dynamic v Vv Vv Vv Vv vV vV v VvV Vv VY v v
DEVICE_PRINTER_X_SHARE Dynamic A A A A A A A A v v
DEVICE_PRINTER_COUNT Dynamic v Vv Vv Vv Vv vV vV v VvV Vv VY v v
DEVICE_REGION_KEYBOARD_LANGUAGE Dynamic A A A A A A A A v v
DEVICE_REGION_KEYBOARD_LOCALE Dynamic A A A A A A A A A v v
DEVICE_REGION_LANGUAGE Dynamic v v v v v v v v Vv Vv Vv v v V v v v v v v v v
DEVICE_REGION_LOCALE Dynamic v v v v v v v v Vv Vv Vv v Vv V v v v v v v v v
DEVICE_REGION_TIMEZONE_OFFSET Dynamic v v v v v v v v Vv Vv Vv v Vv V v v v v v v v v
DEVICE_REMOTINGCLIENT_OUTBOUND_ADDRESS Dynamic A A A A A A A v v
DEVICE_REMOTINGCLIENT_OUTBOUND_DNS Dynamic A A A A A A A A v v
DEVICE_REMOTINGCLIENT_RUNTIME Session A A A A A A A A v v
DEVICE_REMOTINGCLIENT_VERSION Session A A A A A A A A v v
DEVICE_SESSION_PROTOCOL Session A A A A A A A A v v
DEVICE_SESSION_REMOTE_IP Session A A A A A A A A v v
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Endpoint Operating System (OS)
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Property Type RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA|RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA
DEVICE_SESSION_REMOTE_NAME Session A A A A A A A A v v
DEVICE_SESSION_REMOTE_PLATFORM Session A A A A A A A A v v
DEVICE_SOFTWARE_VERSION Session v v v v v v v v Vv Vv Vv v v V v v v v v v v v
DEVICE_USER_AUTH Session A A A A A A A v v
DEVICE_USER_AUTH_PRINCIPAL Session A A A A A A A A v v
DEVICE_USER_AUTH_PROVIDER Session A A A A A A A A v v
DEVICE_USER_CACHEDCREDENTIALS Session v Vv Vv Vv Vv v vV vV YV v Vv VY v v
DEVICE_USER_DOMAINLOGON Session v Vv Vv Vv Vv v vV vV YV v Vv VY v v
DEVICE_USER_LOCALADMIN Session A A A A A A A A v v
DEVICE_USER_NAME Session A A A A A A A A v v
DEVICE_USER_NAME_DN Session A A A A A A A A v v
DEVICE_USER_NAME_DOMAIN Session A A A A A A A A v v
DEVICE_USER_NAME_DOMAIN_DNS Session v Vv Vv Vv Vv v vV vV YV v Vv VY v v
DEVICE_USER_PASSWORD_AGE Session A A A A A A A A v v
DEVICE_USER_PASSWORD_AUTOLOGON Session A A A A A A A v v
DEVICE_USER_SID Session A A A A A A A A v v
DEVICE_WHOIS_COUNTRY Dynamic v v v v v v v v Vv Vv Vv v Vv V v v v v v v v v
DEVICE_WHOIS_DNS Dynamic v v v v v v v v v v v v v v v v v v v Y v v
DEVICE_WHOIS_IP Dynamic v v v v v v v v v v v v v v v v v v v Y v v
DEVICE_WHOIS_ISP Dynamic v v v v v v v v v v v v v v v v v v v Y v v
DEVICE_WINDOWSDEFENDER_BEHAVIORTHREATS Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSDEFENDER_LASTFULLSCAN Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSDEFENDER_LASTQUICKSCAN Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSDEFENDER_SIGNATURETHREATS Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSDEFENDER_STATUS Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSDEFENDER_VERSION_ANTIMALWARE Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSDEFENDER_VERSION_ANTISPYWARE Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥ v v
DEVICE_WINDOWSDEFENDER_VERSION_ANTIVIRUS Dynamic (Real Time) v v v v v Vv v Vv Vv Vv Vv Vv Vv ¥ v v
DEVICE_WINDOWSDEFENDER_VERSION_ENGINE Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥ v v
DEVICE_WINDOWSDEFENDER_VERSION_NETWORKDEFINITION Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥ v v
DEVICE_WINDOWSDEFENDER_VERSION_NETWORKENGINE Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_BLOCKALLINBOUND Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥ v v
DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_DISABLED Dynamic (Real Time) v v v v v Vv v Vv Vv Vv Vv Vv Vv ¥ v v
DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_DISABLEDNOTIFICATIONS Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_INBOUNDALLOWED Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥ v v
DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_NAME Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_OUTBOUNDALLOWED Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_RESPONDTOMULTICAST Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_INBOUNDRULES_ANY Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_INBOUNDRULES_PACKAGES Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_INBOUNDRULES_PROGRAMS Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_INBOUNDRULES_SERVICES Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_INBOUNDRULES_SYSTEM Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_ANY Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_PACKAGES Dynamic (Real Time) v v v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_PROGRAMS Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_SERVICES Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_SYSTEM Dynamic (Real Time) v Vv v v v Vv v v Vv Vv Vv Vv Vv ¥V v v
DEVICE_WINDOWSUPDATE_ENABLED Dynamic A A A A A A A v v
DEVICE_WINDOWSUPDATE_LASTINSTALL Dynamic A A A A A A A A v v
DEVICE_WINDOWSUPDATE_LASTSEARCH Dynamic A A A A A A A A v v
DEVICE_WINDOWSUPDATE_NOTIFICATIONLEVEL Dynamic A A A A A A A A v v
DEVICE_WINDOWSUPDATE_PENDING_CRITICAL Dynamic A A A A A A A A v v
DEVICE_WINDOWSUPDATE_PENDING_DEFINITION Dynamic A A A A A A A A v v

deviceTRUST - Property Matrix v17.1 (EN 2017-08-03).xlIsx Version: 04.08.2017



deviceTrRUST®

deviceTRUST Property Matrix 17.1

Endpoint Operating System (OS)

uonewLIou| (0303014
Sunoway aAneN

RDP  ICA

SO SMOPUIM - JU3I|D UYL

SO XnurT - JuaID UYL

SO S S S
SO S S S

>

>

X' ploipuy

X'g plospuy

X't ploipuy

x0T SO!

X'6 SO!

X'8 SO!

X0T XSO

0T 3uoyd smopuim

X' 9UOYd SMOPUIM

9TOZ J2AIDS SMOPUIM

TY TTOT 43NI3S SMOPUIM

TTOZ J2AIDS SMOPUIM

T4 800 43AI3S SMOPUIM

0T SMOpUIM

X'8 SMOPUIM

£ smopuim

©ISIA SMOPUIM

dX SMOPUIM

RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA|RDP ICA RDP ICA|RDP ICA|{RDP ICA RDP ICA RDP ICA [RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA

v v Vv Vv v Vv VY Vv Vv Vv VY vV VY
v v Vv Vv v Vv Vv Vv Vv Vv VY Vv VY
v v Vv v v Vv Vv Vv Vv Vv Vv Vv vV
v v Vv v v Vv Vv Vv Vv Vv Vv Vv vV
v v Vv Vv v Vv Vv Vv Vv Vv VY Vv VY
v v Vv Vv v Vv Vv Vv Vv Vv VY Vv VY

A A A A A A A A A A A A A A A A A S I A A S I A A A

M A A A A A A A A A A A A S A S S A A A B A A A A A

M A A A A A A A A A A S A A S A A A S I A A A A A

M R A A A A A A A A A A A A S A A S A A S I A A A A
M A A A A A A A A A A A S A A S AV S I A A A B A

MR A A A A A A A A A A A S A A S A A A I A A A A A

M A A A A A A A A A A S B A S A A A S I A A A A

M R A A A A A A A A A A A A S A A S A A S I A A A A A A

M A A A A A A A A A A R B A S R AV VS I A A A B A

M R A A A A A A A A A A A S B A S A A A I A A R A A

M A A A A A A A A A A A R B A S A A S I A A A A A S

M R A A A A A A A A A A A S A A S A A A I A A A R I N

M A A A A A A A A A A A R B A A S A A S I A A A A A A

M R A A A A A A A A A A A S B A S A A S B A A A R A A

M R A A A A A A A A A A B A A S A A A S I A A S A A A

M R A A A A A A A A A A A A S B A S A A A S I A A A R A A

M A A A A A A A A A A R B A A S A A A S B A A A A A A

M A A A A A A A A A A A A S B A S A A A S I A A R A A

M A A A A A A A A A A A R B A S A A A S I A A A R A A

M R A A A A A A A A A A A S B A S A A S I A A A A A A

M A A A A A A A A A A R B S S A A A S I A A R B A

M R A A A A A A A A A A A S B A S A A S I A A A A A A

M A A A A A A A A A A A R B A S A A A S I A A A A A A

M A A A A A A A A A A A S B A S A A S B A A A A A S

M A A A A A A A A A A A A A B A A S A A A A B A A A A A A

M A A A A A A A A A A A S A A S A A S I A A A A S

M A A A A A A A A A A A R B A S A A A S I A A R B A

M A A A A A A A A A A A A S A A S A A S I A A A A A A

M A A A A A A A A A A A R B A S A A A S I A A R A A

M R A A A A A A A A A A A S A A S A A A S I A A A R A A

M A A A A A A A A A A A R B A S A A A S I A A A A A

M R A A A A A A A A A A A S B A S A A A I A A A R A

M A A A A A A A A A A A S B A A S A A S I A A A A A S

M R A A A A A A A A A A A S B A S A A S I A A A R B

M R A A A A A A A A A A A S B A A S A A A S B A A A A A A

M A A A A A A A A A A A S B S S A A A I A A A R A A

M A A A A A A A A A A S B A S A A A I A A A A A A

M A A A A A A A A A A A S B S S A A S I A A A R I

M A A A A A A A A A A A B A S A A S I A A R I

M A A A A A A A A A A S A A S A A A S I A A A A A

M A A A A A A A A A A A R B A S A A A S B A A A A A

M A A A A A A A A A A S B A A A S A I A A A R I

M A A A A A A A A A A A S B A S A A A A I A A A R I

M A A A A A A A A A A S B A A I A A A A I A A A R I A

M A A A A A A A A A A A S B A A S B A A A I A A A R I

M A A A A A A A A A A S A A A B A N A I A A A A A

M A A A A A A A A A A S B A A A A I A R I A A R I

M A A A A A A A A A A A A A I A N A I A A R I

Type

Property

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

NDOWSUPDATE_PENDING_SECURITY

NDOWSUPDATE_PENDING_SERVICEPACK

NDOWSUPDATE_PENDING_UPDATE
NDOWSUPDATE_REBOOTREQUIRED

NDOWSUPDATE_VERSION

NDOWSUPDATE_PENDING_ROLLUP
NT_X_BSSID

DEVI
DEVI
DEVI
DEVI
DEVI
DEVI

NT_X_FREQUENCY

NT_X_QUALITY

NT_X_SECURE

NT_X_SSID

NT_X_STRENGTH

NT_COUNT

HOST_ACCESSPO

HOST_ACCESSPO

HOST_ACCESSPO

HOST_ACCESSPO

HOST_ACCESSPO

HOST_ACCESSPO

HOST_ACCESSPO

ONCENTER_ANTI

HOST_ACT!

Time)
Time)
Time)
Time)
Time)
Time)
Time)
Time)
Time)
Time)
Time)
Time)
Time)

Dynamic (Real

SPYWARE

Dynamic (Real

SPYWARE_TIMESTAMP

SPYWARE_NAME

Dynamic (Real

SPYWARE_UPTODATE

Dynamic (Real

Dynamic (Real

VIRUS

Dynamic (Real

VIRUS_TIMESTAMP

VIRUS_NAME

Dynamic (Real

VIRUS_UPTODATE

Dynamic (Real

ONCENTER_ANTI

ONCENTER_ANTI

ONCENTER_ANTI

ONCENTER_ANTI

ONCENTER_ANTI

ONCENTER_ANTI

ONCENTER_ANTI

ONCENTER_FIREWALL

Dynamic (Real

ONCENTER_FIREWALL_NAME

Dynamic (Real

ONCENTER_INTERNET

Dynamic (Real

IONCENTER_UAC

Dynamic (Real

IONCENTER_WINDOWSUPDATE

Dynamic (Real
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Session
Session
Session
Session
Session
Session
Session

CATE_X_EXTENDEDUSAGE

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_ACT!

HOST_CERTI

CATE_X_ISSUER

CATE_X_LOCATION

CATE_X_NAME

CATE_X_NOTAFTER

CATE_X_NOTBEFORE

CATE_X_SERIALNUMBER

CATE_X_SIGNATUREALGORITHM

CATE_X_STORE

CATE_X_SUBJECT

CATE_X_TEMPLATE

CATE_X_THUMBPRINT_SHA1

CATE_X_USAGE

CATE_X_VERIFICATIONERROR

CATE_X_VERSION

CATE_COUNT

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

HOST_CERTI

SPLAY_X_BPP

HOST_DI

SPLAY_X_HEIGHT

SPLAY_X_NAME

SPLAY_X_WIDTH

SPLAY_COUNT

HOST_DI

HOST_DI

HOST_DI

HOST_DI

HOST_HARDWARE_BIOS_RELEASEDATE

HOST_HARDWARE_BIOS_SERIAL

HOST_HARDWARE_BIOS_VERSION

HOST_HARDWARE_CPU

HOST_HARDWARE_CPU_COUNT

HOST_HARDWARE_CPU_SPEED

HOST_HARDWARE_MODEL
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deviceTRUST Property Matrix 17.1

Endpoint Operating System (OS)
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RDP  ICA
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SO XnurT - JuaID UYL

X' ploipuy

X'g plospuy

X't ploipuy

x0T SO!

X'6 SO!

X'8 SO!

X0T XSO

0T BUOYd SMOPUIM

X' 9UOYd SMOPUIM

9TOZ J2AIDS SMOPUIM

TY TTOT 43NI3S SMOPUIM

TTOZ J2AIDS SMOPUIM

T4 800 43AI3S SMOPUIM

0T SMOpUIM

X'8 SMOPUIM

£ smopuim

©ISIA SMOPUIM

dX SMOPUIM

RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA|RDP ICA RDP ICA|RDP ICA|{RDP ICA RDP ICA RDP ICA [RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA

M A A A A A A A A A A A A S A A S A A S A I A A A A A

M R A A A A A A A A A A A A S A A A I A A A B A A A A

MR A A A A A A A A A A A A S B A S A A A A I A A A A A

M R A A A A A A A A A A A A S A A S A A A A B A A A A

M A A A A A A A A A A A S A A S A A A S I A A A A A

M A A A A A A A A A A A A S A A S A A A I A A A A

M A A A A A A A A A A A S B A S A A A I A A A A A A

M A A A A A A A A A A A A S A S S A A A B A A A A A

M A A A A A A A A A A S A A S A A A S I A A A A A

M R A A A A A A A A A A A A S A A S A A S I A A A A

M A A A A A A A A A A A S A A S AV S I A A A B A

MR A A A A A A A A A A A S A A S A A A I A A A A A

M A A A A A A A A A A S B A S A A A S I A A A A

M R A A A A A A A A A A A A S A A S A A S I A A A A A A

M A A A A A A A A A A R B A S R AV VS I A A A B A

M R A A A A A A A A A A A S B A S A A A I A A R A A

M A A A A A A A A A A A R B A S A A S I A A A A A S

M R A A A A A A A A A A A S A A S A A A I A A A R I N

M A A A A A A A A A A A R B A A S A A S I A A A A A A

M R A A A A A A A A A A A S B A S A A S B A A A R A A

M R A A A A A A A A A A B A A S A A A S I A A S A A A

M R A A A A A A A A A A A A S B A S A A A S I A A A R A A

M A A A A A A A A A A R B A A S A A A S B A A A A A A
M A A A A A A A A A A A A S B A S A A A S I A A R A A

M A A A A A A A A A A A R B A S A A A S I A A A R A A

M R A A A A A A A A A A A S B A S A A S I A A A A A A

M A A A A A A A A A A R B S S A A A S I A A R B A

M R A A A A A A A A A A A S B A S A A S I A A A A A A

M A A A A A A A A A A A R B A S A A A S I A A A A A A

M A A A A A A A A A A A S B A S A A S B A A A A A S

M A A A A A A A A A A A A A B A A S A A A A B A A A A A A

M A A A A A A A A A A A S A A S A A S I A A A A S

M A A A A A A A A A A A R B A S A A A S I A A R B A

M A A A A A A A A A A A A S A A S A A S I A A A A A A

M A A A A A A A A A A A R B A S A A A S I A A R A A

M R A A A A A A A A A A A S A A S A A A S I A A A R A A

M A A A A A A A A A A A R B A S A A A S I A A A A A

M R A A A A A A A A A A A S B A S A A A I A A A R A

M A A A A A A A A A A A S B A A S A A S I A A A A A S

M R A A A A A A A A A A A S B A S A A S I A A A R B

M R A A A A A A A A A A A S B A A S A A A S B A A A A A A

M A A A A A A A A A A A S B S S A A A I A A A R A A

M A A A A A A A A A A S B A S A A A I A A A A A A

M A A A A A A A A A A A S B S S A A S I A A A R I
M A A A A A A A A A A A B A S A A S I A A R I

M A A A A A A A A A A S A A S A A A S I A A A A A

M A A A A A A A A A A A R B A S A A A S B A A A A A

M A A A A A A A A A A S B A A A S A I A A A R I

M A A A A A A A A A A A S B A S A A A A I A A A R I

M A A A A A A A A A A S B A A I A A A A I A A A R I A

M A A A A A A A A A A A S B A A S B A A A I A A A R I

M A A A A A A A A A A S A A A B A N A I A A A A A

M A A A A A A A A A A S B A A A A I A R I A A R I

M A A A A A A A A A A A A A I A N A I A A R I

Type

Property

Session
Session
Session
Session
Session

HOST_HARDWARE_SECUREBOOT

HOST_HARDWARE_SYSTEMMEMORY

HOST_HARDWARE_VENDOR

HOST_HARDWARE_VIRTUALIZATION

NPUT_KEYBOARD

Dynamic
Dynamic
Dynamic
Dynamic
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session

NPUT_MOUSE

NPUT_PEN

NPUT_TOUCH

HOST.

HOST.

HOST.

HOST.

ON_ACCURACY

HOST_LOCATI

ON_BUILDING

HOST_LOCATI

ION_COUNTRY

HOST_LOCATI

ON_COUNTRY_CODE

HOST_LOCATI

ON_COUNTY

HOST_LOCATI

ON_LATITUDE

HOST_LOCATI

ON_LONGITUDE

HOST_LOCATI

ON_NUMBER

HOST_LOCATI

ON_POSTCODE

HOST_LOCATI

ON_STATE

HOST_LOCATI

ON_STATE_DISTRICT

HOST_LOCATI

ON_STREET

HOST_LOCATI

ON_TOWN

HOST_LOCATI

ON_URL

HOST_LOCATI

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Session

Session

Session

Session

Session

SK_X_FILESYSTEM

SK_X_DRIVE

HOST_LOG
HOST_LOG

SK_X_FLAGS

HOST_LOG

SK_X_FREEMB

HOST_LOG

SK_X_HIDDEN

HOST_LOG

SK_X_LABEL

HOST_LOG

SK_X_PATH

HOST_LOG

SK_X_TOTALMB

HOST_LOG

SK_X_TYPE

HOST_LOG

SK_COUNT

HOST_LOG

IVE_X_DRIVE

HOST_MAPPEDDRI

VE_X_HIDDEN

IVE_X_PROVIDER

IVE_X_SERVER

IVE_X_SHARE

IVE_X_USER

IVE_COUNT

HOST_MAPPEDDRI

HOST_MAPPEDDRI

HOST_MAPPEDDRI

HOST_MAPPEDDRI

HOST_MAPPEDDRI

HOST_MAPPEDDRI

HOST_NAME

HOST_NAME_DN

HOST_NAME_DNS

HOST_NAME_DOMAIN

HOST_NAME_DOMAIN_DNS
HOST_NETWORK_X_DESCRIPTION

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

HOST_NETWORK_X_DHCP_ENABLED

HOST_NETWORK_X_DHCP_EXPIRES

HOST_NETWORK_X_DHCP_LEASE

HOST_NETWORK_X_DHCP_SERVER

HOST_NETWORK_X_DNS

HOST_NETWORK_X_DNS_SUFFIX

HOST_NETWORK_X_GATEWAY

HOST_NETWORK_X_GATEWAY_MAC
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Endpoint Operating System (OS)
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X' ploipuy

X'g plospuy

X't ploipuy
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X'8 SO!

X0T XSO

0T BUOYd SMOPUIM
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dX SMOPUIM

RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA|RDP ICA RDP ICA|RDP ICA|{RDP ICA RDP ICA RDP ICA [RDP ICA RDP ICA RDP ICA RDP ICA RDP ICA

M A A A A A A A A A A A A S A A S A A S A I A A A A A

M R A A A A A A A A A A A A S A A A I A A A B A A A A

MR A A A A A A A A A A A A S B A S A A A A I A A A A A

M R A A A A A A A A A A A A S A A S A A A A B A A A A

M A A A A A A A A A A A S A A S A A A S I A A A A A

M A A A A A A A A A A A A S A A S A A A I A A A A

M A A A A A A A A A A A S B A S A A A I A A A A A A

M A A A A A A A A A A A A S A S S A A A B A A A A A

M A A A A A A A A A A S A A S A A A S I A A A A A

M R A A A A A A A A A A A A S A A S A A S I A A A A

M A A A A A A A A A A A S A A S AV S I A A A B A

MR A A A A A A A A A A A S A A S A A A I A A A A A

M A A A A A A A A A A S B A S A A A S I A A A A

M R A A A A A A A A A A A A S A A S A A S I A A A A A A

M A A A A A A A A A A R B A S R AV VS I A A A B A

M R A A A A A A A A A A A S B A S A A A I A A R A A

M A A A A A A A A A A A R B A S A A S I A A A A A S

M R A A A A A A A A A A A S A A S A A A I A A A R I N

M A A A A A A A A A A A R B A A S A A S I A A A A A A
M R A A A A A A A A A A A S B A S A A S B A A A R A A

M R A A A A A A A A A A B A A S A A A S I A A S A A A

M R A A A A A A A A A A A A S B A S A A A S I A A A R A A

M A A A A A A A A A A R B A A S A A A S B A A A A A A

M A A A A A A A A A A A A S B A S A A A S I A A R A A

M A A A A A A A A A A A R B A S A A A S I A A A R A A

M R A A A A A A A A A A A S B A S A A S I A A A A A A

M A A A A A A A A A A R B S S A A A S I A A R B A

M R A A A A A A A A A A A S B A S A A S I A A A A A A

M A A A A A A A A A A A R B A S A A A S I A A A A A A

M A A A A A A A A A A A S B A S A A S B A A A A A S

M A A A A A A A A A A A A A B A A S A A A A B A A A A A A

M A A A A A A A A A A A S A A S A A S I A A A A S

M A A A A A A A A A A A R B A S A A A S I A A R B A

M A A A A A A A A A A A A S A A S A A S I A A A A A A

M A A A A A A A A A A A R B A S A A A S I A A R A A

M R A A A A A A A A A A A S A A S A A A S I A A A R A A

M A A A A A A A A A A A R B A S A A A S I A A A A A

M R A A A A A A A A A A A S B A S A A A I A A A R A

M A A A A A A A A A A A S B A A S A A S I A A A A A S

M R A A A A A A A A A A A S B A S A A S I A A A R B

M R A A A A A A A A A A A S B A A S A A A S B A A A A A A

M A A A A A A A A A A A S B S S A A A I A A A R A A

M A A A A A A A A A A S B A S A A A I A A A A A A

M A A A A A A A A A A A S B S S A A S I A A A R I

M A A A A A A A A A A A B A S A A S I A A R I

M A A A A A A A A A A S A A S A A A S I A A A A A

M A A A A A A A A A A A R B A S A A A S B A A A A A

M A A A A A A A A A A S B A A A S A I A A A R I

M A A A A A A A A A A A S B A S A A A A I A A A R I

M A A A A A A A A A A S B A A I A A A A I A A A R I A

M A A A A A A A A A A A S B A A S B A A A I A A A R I

M A A A A A A A A A A S A A A B A N A I A A A A A

M A A A A A A A A A A S B A A A A I A R I A A R I

M A A A A A A A A A A A A A I A N A I A A R I

Type

Property

HOST_NETWORK_X_IP

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Session

Session

Session

Session

Session

Session

HOST_NETWORK_X_IPV4_ENABLED

HOST_NETWORK_X_IPV6_ENABLED

HOST_NETWORK_X_MAC

HOST_NETWORK_X_NAME

HOST_NETWORK_X_SPEED

HOST_NETWORK_X_STATUS

HOST_NETWORK_X_TYPE

HOST_NETWORK_X_WiI

FI_BSSID

FI_SECURITY

FI_SSID

FI_STRENGTH

NS

HOST_NETWORK_X_WiI

HOST_NETWORK_X_WiI

HOST_NETWORK_X_WiI

HOST_NETWORK_X_WI

HOST_NETWORK_COUNT

HOST_OS_DESCRIPTION

HOST_OS_DOMAINJOINED

HOST_OS_NAME

HOST_OS_PLATFORM

HOST_OS_TYPE

HOST_OS_VERSION

HOST_PERFORMANCE_BANDWIDTH

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

HOST_PERFORMANCE_BANDWIDTH_SPEED

HOST_PERFORMANCE_LATENCY

HOST_PERFORMANCE_LATENCY_SPEED

HOST_POL

CY_PASSWORD_HISTORY

ICY_PASSWORD_FORCELOGOFF

ICY_PASSWORD_MAXAGE

CY_PASSWORD_MINAGE

CY_PASSWORD_MINLENGTH

HOST_POL

HOST_POL

HOST_POL

HOST_POL

HOST_POWER_AC

HOST_POWER_BATTERY

HOST_POWER_SCHEME

NTER_X_DEFAULT

HOST_PRI

NTER_X_DIRECTORY_PUBLISHED

NTER_X_DRIVER

NTER_X_DRIVER_FILE

NTER_X_DRIVER_MANUFACTURER

NTER_X_DRIVER_VERSION

NTER_X_ERRORS

NTER_X_KEEP_PRINT_JOBS

NTER_X_LOCAL

NTER_X_LOCATION

NTER_X_NAME

NTER_X_PORT

NTER_X_SERVER

NTER_X_SHARE

NTER_COUNT

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

HOST_PRI

ION_KEYBOARD_LANGUAGE

HOST_REG

JON_KEYBOARD_LOCALE

Dynamic
Dynamic
Dynamic
Dynamic
Session
Session

ION_LANGUAGE

ION_LOCALE

ION_TIMEZONE_OFFSET

HOST_REG

HOST_REG

HOST_REG

HOST_REG

HOST_SESSION_CONNECT_ID

HOST_SESSION_CONNECT_TIME
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Property

HOST_SESSION_CONNECTED
HOST_SESSION_DELIVERY_NAME %!
HOST_SESSION_DELIVERY_TYPE ?

HOST_SESSION_ID

HOST_SESSION_LOGON_ID
HOST_SESSION_LOGON_TIME
HOST_SESSION_PROTOCOL
HOST_SESSION_REMOTE_IP
HOST_SESSION_REMOTE_NAME
HOST_SESSION_REMOTE_PLATFORM
HOST_SOFTWARE_VERSION

HOST_USER_AUTH
HOST_USER_CACHEDCREDENTIALS
HOST_USER_DOMAINLOGON
HOST_USER_LOCALADMIN

HOST_USER_NAME

HOST_USER_NAME_DN

HOST_USER_NAME_DOMAIN
HOST_USER_NAME_DOMAIN_DNS
HOST_USER_PASSWORD_AGE
HOST_USER_PASSWORD_AUTOLOGON
HOST_USER_SID

HOST_WHOIS_COUNTRY

HOST_WHOIS_DNS

HOST_WHOIS_IP

HOST_WHOIS_ISP
HOST_WINDOWSDEFENDER_BEHAVIORTHREATS
HOST_WINDOWSDEFENDER_LASTFULLSCAN
HOST_WINDOWSDEFENDER_LASTQUICKSCAN
HOST_WINDOWSDEFENDER_SIGNATURETHREATS
HOST_WINDOWSDEFENDER_STATUS
HOST_WINDOWSDEFENDER_VERSION_ANTIMALWARE
HOST_WINDOWSDEFENDER_VERSION_ANTISPYWARE
HOST_WINDOWSDEFENDER_VERSION_ANTIVIRUS
HOST_WINDOWSDEFENDER_VERSION_ENGINE
HOST_WINDOWSDEFENDER_VERSION_NETWORKDEFINITION
HOST_WINDOWSDEFENDER_VERSION_NETWORKENGINE

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_BLOCKALLINBOUND

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_DISABLED

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_DISABLEDNOTIFICATIONS
HOST_WINDOWSFIREWALL_ACTIVEPROFILES_INBOUNDALLOWED

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_NAME

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_OUTBOUNDALLOWED
HOST_WINDOWSFIREWALL_ACTIVEPROFILES_RESPONDTOMULTICAST

HOST_WINDOWSFIREWALL_INBOUNDRULES_ANY
HOST_WINDOWSFIREWALL_INBOUNDRULES_PACKAGES
HOST_WINDOWSFIREWALL_INBOUNDRULES_PROGRAMS
HOST_WINDOWSFIREWALL_INBOUNDRULES_SERVICES
HOST_WINDOWSFIREWALL_INBOUNDRULES_SYSTEM
HOST_WINDOWSFIREWALL_OUTBOUNDRULES_ANY
HOST_WINDOWSFIREWALL_OUTBOUNDRULES_PACKAGES
HOST_WINDOWSFIREWALL_OUTBOUNDRULES_PROGRAMS
HOST_WINDOWSFIREWALL_OUTBOUNDRULES_SERVICES
HOST_WINDOWSFIREWALL_OUTBOUNDRULES_SYSTEM

Type

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Dynamic

Dynamic

Dynamic

Dynamic

Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
Dynamic (Real Time)
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Endpoint Operating System (OS)

Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Phone 8.x
Windows Phone 10

0S X 10.x
i0S 8.x
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~ Android 4.x
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deviceTRUST Property Matrix 17.1

Property

HOST_WINDOWSUPDATE_ENABLED
HOST_WINDOWSUPDATE_LASTINSTALL
HOST_WINDOWSUPDATE_LASTSEARCH
HOST_WINDOWSUPDATE_NOTIFICATIONLEVEL
HOST_WINDOWSUPDATE_PENDING_CRITICAL
HOST_WINDOWSUPDATE_PENDING_DEFINITION
HOST_WINDOWSUPDATE_PENDING_ROLLUP
HOST_WINDOWSUPDATE_PENDING_SECURITY
HOST_WINDOWSUPDATE_PENDING_SERVICEPACK
HOST_WINDOWSUPDATE_PENDING_UPDATE
HOST_WINDOWSUPDATE_REBOOTREQUIRED
HOST_WINDOWSUPDATE_VERSION

Notes

Type

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Windows XP

RDP ICA

v

AN N N T U N N NN

v

AN N N T U N N NN

Windows Vista

RDP

N N T T T N N N N N N

g
g

AN N N T T N N N N N

Windows 7

RDP ICA

v

AN N N T T N N NN

v

AN N N T T N N NN

Windows 8.x

RDP

N N T T N e N N

g
g

A N T T T N N N N N N

HOST_* properties are representing the host I'm connected to and are available without a deviceTRUST client installed on the remote device
DEVICE_* properties are representing the remote device and are only available if a deviceTRUST client is installed on the remote device

Native RDP information for the remote device IP address are not available on Windows Phone and iOS

Property Type

Session = This property is a session specific property and is valid for the lifetime of the user session
Dynamic = This property is a dynamic property and is checked for changes once per minute (can be defined)
Dynamic (Real Time) = This property is a real time property and gets immediately updated when the value has been changed

M Not available on Microsoft Server 2008 R2 when using Remote Desktop Protocol (RDP)

@ Not available when using Remote Desktop Protocol (RDP)

Windows 10

RDP ICA

v
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Windows Server 2008 R2
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Endpoint Operating System (OS)

Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Phone 8.x
Windows Phone 10

0S X 10.x

i0S 8.x
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Android 4.x
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deviceTrRUST®

Thin Client - Linux OS
Thin Client - Windows OS

Android 6.x

Android 5.x
5 Protocol Information

2 Native Remoting
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